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Abstract—In order for VASPs to fulfill the regulatory re-
quirements from the FATF and the Travel Rule, VASPs need
access to truthful information regarding originators, beneficiaries
and other VASPs involved in a virtual asset transfer instance.
Additionally, in seeking data regarding subjects (individuals or
organizations) VASPs are faced with privacy regulations such
as the GDPR and CCPA. In this paper we a propose privacy-
preserving claims issuance model that carries indicators of the
provenance of the data and the algorithms used to derive the
claim or assertion. This allows VASPs to obtain originator and
beneficiary information without necessarily having access to the
private data about these entities. We also propose a consortium
trust network arrangement for VASPs to exchange signed claims
about subjects and their public-key information or certificate.

Index Terms—virtual assets, blockchain technology, cryptocur-
rency, trust network, cryptography.

I. INTRODUCTION

Virtual asset service providers (VASP) face a data problem.
More specifically, in order for VASPs to fulfill the regulatory
requirements from the FATF and the Travel Rule, VASPs need
access to truthful information regarding originators, benefi-
ciaries and other VASPs involved in a virtual asset transfer
instance. However, getting access to data or information –
regarding individuals and institutions involved in the asset
transfer – means that VASPs must also address the challenges
pertaining to data privacy and privacy-related regulations such
as the GDPR [1] and CCPA [2]. On top of these issues, in the
past few years there has been decreasing trust of consumers
in institutions. Negative reports regarding incidents of attacks
on crypto-exchanges (e.g. [3], [4]) compound this diminishing
consumer trust.

We summarize these challenges as follows:

• The Travel Rule for virtual assets: The FATF Recom-
mendation 15 [5] requires VASPs to retain information
regarding the originator and beneficiaries of virtual asset
transfers. The implication here is that cryptocurrency
exchanges and related VASPs must be able to share the
originator and beneficiary information for virtual assets
transactions.

• FinCEN compliance requirements: The FinCEN rules for
anti-money laundering (AML) from 2014 [6] requires that
customer due diligence (CDD) be performed and includes

a new regulatory requirement to identify beneficial own-
ers of legal entity customers.

• Decreasing trust of consumers in institutions: Over the
last decade there has been a continuing decline in trust
on the part of individuals with regards to the handling
and fair use of personal data [7], [8]. Pew Research
reported that 91 percent of Americans agree or strongly
agree that consumers have lost control over how personal
data is collected and used, while 80 percent who use
social networking sites are concerned about third parties
accessing their shared data [9]. This situation has also
been compounded by the various recent reports of attacks
and theft of data (e.g. Anthem [10], Equifax [11]).

In order to begin addressing these challenges, we believe
that alternative approaches to claims issuance based decentral-
ized data repositories need to be explored which preservers the
privacy of the subject (individual) and which operate based on
meaningful consent as defined by the GDPR [1].

II. VIRTUAL ASSETS AND VASPS

The Financial Action Task Force (FATF) is an inter-
governmental body established in 1989 by the ministers of
its member countries or jurisdictions [12]. The objectives of
the FATF are to set standards and promote effective imple-
mentation of legal, regulatory and operational measures for
combating money laundering, terrorist financing and other
related threats to the integrity of the international financial
system. The FATF is a “policy-making body” which works to
generate the necessary political will to bring about national
legislative and regulatory reforms in these areas.

With the emergence of blockchain technologies, virtual
assets and cryptocurrencies, the FATF recognized the need to
adequately mitigate the money laundering (ML) and terrorist
financing (TF) risks associated with virtual asset activities. In
its most recent Recommendation 15 [5], the FATF defines the
following:

• Virtual Asset: A virtual asset is a digital representation
of value that can be digitally traded, or transferred, and
can be used for payment or investment purposes. Virtual
assets do not include digital representations of fiat curren-
cies, securities and other financial assets that are already
covered elsewhere in the FATF Recommendations.



• Virtual Asset Service Providers (VASP): Virtual asset
service provider means any natural or legal person who
is not covered elsewhere under the Recommendations,
and as a business conducts one or more of the following
activities or operations for or on behalf of another nat-
ural or legal person: (i) exchange between virtual assets
and fiat currencies; (ii) exchange between one or more
forms of virtual assets; (iii) transfer of virtual assets;
(iv) safekeeping and/or administration of virtual assets or
instruments enabling control over virtual assets; and (v)
participation in and provision of financial services related
to an issuer’s offer and/or sale of a virtual asset.

In this context of virtual assets, transfer means to conduct
a transaction on behalf of another natural or legal person
that moves a virtual asset from one virtual asset address
or account to another. Furthermore, to manage and mitigate
the risks emerging from virtual assets, the Recommendations
states that countries should ensure that VASPs are regulated
for AML/CFT purposes, and licensed or registered and subject
to effective systems for monitoring and ensuring compliance
with the relevant measures called for in the FATF Recommen-
dations.

III. THE TRAVEL RULE AND CUSTOMER DUE DILIGENCE

One of the key aspects of the FATF Recommendation 15
is the need for VASPs to retain information regarding the
originator and beneficiaries of virtual asset transfers. The
implication of note [13] is that cryptocurrency exchanges
and related VASPs must be able to share the originator and
beneficiary information for virtual assets transactions. This
process – also known as the Travel Rule – originates from
under the US Bank Secrecy Act (BSA - 31 USC 5311 - 5330),
which mandates that financial institutions deliver certain types
of information to the next financial institution when a funds
transmittal event involves more that one financial institution.
This rule became effective in May 1996 and was issued by
the Treasury Department’s Financial Crimes Enforcement Net-
work (FinCEN). This rule was issued by FinCEN concurrently
with the new BSA record keeping rules for funds transfers and
transmittals of funds.

Given that today a virtual asset on blockchain is controlled
through the public-private keys bound to that asset, we believe
there are other information (in addition to the customer and
account information) that a VASP needs to retain in order to
satisfy the travel rule [14], [15]:

• Key ownership information: This is information pertain-
ing to the legal ownership of cryptographic public-private
keys. When a customer (e.g. originator) presents their
public key to the VASP for the first time, there must be a
“chain of provenance” evidence regarding the customer’s
public-private keys which assures that the customer is the
true owner. Proof of possession of the private key (e.g.
using a challenge-response protocol, such as [16]) does
not prove legal ownership of the public-private key.

• Key operator information: This is information or evidence
pertaining to the legal custody by a VASP of a cus-
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Fig. 1. The dual problem of customer CDD and customer public keys

tomer’s public-private keys. This information is relevant
for a VASP which adopts a key-custody business model
in which the VASP holds and operates the customer’s
public-private keys to perform transaction on behalf of
the customer.

Over the past several years financial authorities in the
U.S. and in other countries have sought to modernize and
more broadly enforce the anti-money laundering (AML) and
terrorism financing regulations. In 2014 the US Financial
Crimes Enforcement Network (FinCEN) proposed a number of
Know Your Customer (KYC) requirements under “...the Bank
Secrecy Act to clarify and strengthen customer due diligence
requirements for: banks; brokers or dealers in securities; mu-
tual funds; and futures commission merchants and introducing
brokers in commodities” [6]. The proposed rules contained
explicit customer due diligence (CDD) requirements and in-
cluded a new regulatory requirement to identify “beneficial
owners” of customers who are legal entities.

For FinCEN, the key elements of CDD include: (i) identi-
fying and verifying the identity of customers; (ii) identifying
and verifying the identity of beneficial owners of legal entity
customers (i.e., the natural persons who own or control legal
entities); (iii) understanding the nature and purpose of cus-
tomer relationships; and (iv) conducting ongoing monitoring
to maintain and update customer information and to identify
and report suspicious transactions. Collectively, these elements
comprise the minimum standard of CDD, which FinCEN
believes is fundamental to an effective AML program [6].

In the past KYC verifications was considered sufficient for
a financial institution when it sought to onboard a prospective
customer. In recent years, however, this has evolved into
broader Customer Due Diligence (CDD) programs which must
be carried out throughout the relationship with the customer
or client. An AML program therefore must not only include
performing CDD of new customers during on-boarding, but
also carrying out CDD on an on-going basis throughout the
business relationship with the customer.

For financial institutions which carry-out large numbers
of transactions on a daily basis (e.g. banks and investment
firms), the CDD provides an on-going assurance framework
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internally. The CDD checks includes, among others, the trans-
action volumes, amounts and geographical locations of the
transactions (e.g. origin and destination). Using new software
and networks monitoring technologies, the movements of
funds can be monitored closely and suspicious activities be
identified. Accurate and time data, therefore, represents a core
need for these monitoring software and networks to operate
correctly.

The FATF definition of virtual assets (“a digital represen-
tation of value that can be digitally traded, or transferred,
and can be used for payment or investment purposes”) means
that VASPs – like traditional financial institutions – need
to establish an effective AML program in the sense of Fin-
CEN [6]. Furthermore, because the blockchain network as a
new medium of transactions operate on the basis of public
key cryptography, VASPs must additionally obtain and retain
the originator/beneficiary cryptographic key ownership infor-
mation as part-and-parcel of monitoring the the movements
of funds. This dual problem of customer information and
customer public key information [15] is illustrated in Figure 1.

IV. CUSTOMER DUE DILIGENCE & THE IDENTITY CLAIMS
MODEL

The problem of customer identification, on-boarding and
due diligence is not unique to VASPs, and has been a challenge
for Internet service providers generally (i.e. online merchants)
since the late 1990s. The promise of the Internet-based ser-
vices (versus traditional brick-and-mortar shops) was that of
an increase in transaction efficiency, lower costs and better
convenience for the user. However, as the past two decades
of Internet services has shown, the problem of consumer
identification and authentication is not trivial and is closely
related to the problem of authorized (consent-based) access to
personal data [17].

A. Attributes in the SAML2.0 Model

Online services today employ Identity Providers (IdP) as
means to provide mediated authentication of the user (subject)

on behalf of the online Service Providers (SP), such as online
merchants [18]–[20]. The Service Providers are reliant on the
authentication-event outcome of the IdP, and as such they
are referred to also as the Relying Party (RP). The typical
consumer-facing IdP issues an identifier (e.g. email address)
and manages the credentials of the user (e.g. change pass-
word). When the user seeks to access services offered by the
Service Provider, the user is temporarily redirected by the SP
to the IdP for authentication. If the authentication is successful,
the IdP issues an authentication-token (e.g. SAML2.0 tokens,
Kerberos tickets) which can then be validated by the Service
Provider. The IdP and the Service Provider typically have
a business relationship that provides the foundation of trust
between them [21].

Figure 2 illustrates the basic mediated authentication flows
through the IdP in steps (a)–(c). After the IdP provides
the Service Provider (Relying Party) with evidence of suc-
cessful authentication in Step (c), the Service Provider now
requires factual information or attributes (claims) about the
user (subject). Here, one approach defined by the SAML2.0
specifications [18] is for the IdP to inquire to a special
entity called the Attribute Provider (AtP) to furnish the IdP
with attribute assertions or claims about the subject. In other
literature (e.g. [22]), the Attribute Provider is also known
as the Claims Provider (CP). Thus, in Step (1) of Figure 2
the subject provides consent or authorization for the Attribute
Provider to release information to the IdP in Step (2). The IdP
forwards the assertions or claims in Step (3) to the Service
Provider. Alternative flows are possible, such as when the
signed claims are delivered to the SP through the Subject.

It is worth noting that the main business reason the IdP
mediates the flows of Figure 2 is because the IdP provides
a scaling factor in the face of multiple Service Providers
and multiple Attribute Providers. The user needs only one
(or few) credential account at the IdP in order to engage
multiple Service Providers (e.g. online merchants). Today, the
dominant IdP function is provided mainly by social media
platforms [17].

From the VASP perspective, the flows in Figure 2 provides
the rudimentary mechanism for a VASP to obtain customer
information in the form of signed claims. Thus, the VASP is
the relying party because it is reliant on the Attribute Provider
(Claims Provider) to furnish it with information about the
subject seeking the services of the VASP (e.g. subject request
transfer of virtual assets).

B. Authorization to Access Protected Claims in UMA2.0

While the IdP model [18] provides a solution for the needs
of Web Single Sign On (Web-SSO) starting in the late 1990s,
the IdP model does not solve the actal core need of Service
Providers (such as VASPs), namely that of accurate infor-
mation about subjects based on data of known provenance.
Information resources (e.g. accounts information, identifiers,
files, data) about users on the Internet are typically distributed
across multiple IdPs, Service Providers and Claims Providers.
Thus, in such a situation, the user is now faced the additional



Subject

VASP
(i.e. Relying Party)

Claims Provider
(i.e. sources of truth 

about Subject)

Blockchain Record
(e.g. DID/Resolver)

1

23
4

Assertions/claims information flows

3B

3A

Fig. 3. The Claims Provider flow [23], [26]

problem of managing authorizations for other parties to access
their multiple resources distributed on the Internet. Thus, users
need a singular coherent and consistent access control policy-
setting mechanism whose enforcement could be carried out
across different resource points (policy enforcement points)
on the Internet.

To this end the User Managed Access (UMA) architecture
and authorization protocol [23], [24] was developed as means
to standardize user-centric authorization for access to the
user’s information resources spread across distributed loca-
tions. An important contribution of UMA is the standardization
of a protocol that realized consent-management in the sense
of the GDPR [1]. The UMA flows complements other flows
pertaining to consent-receipt management [25]. The UMA pro-
tocol employed the standard Auth2.0 authorization token [26]
as the conveyance format for the consent to access the user’s
protected resources.

In the context VASPs, the claims belonging to a subject
(user) represents a protected resource whose release to the
VASP must be under the consent of the subject. As such,
the UMA protocol provides a basis for VASPs to implement
consent management and tracking using standardized APIs and
service endpoints.

C. Linking Claims to Decentralized Identifiers on Blockchains

More recently, with the advent of blockchain technology
the notion of a resolvable identifier recorded on a blockchain
has received considerable attention. Persistent identifiers which
can be resolved to digital objects (e.g. files) have been in
existence for nearly two decades now on the Internet. The
most prominent of these identifier schemes is the Digital
Object Identifier (DOI) [27], with its accompanying Handle
resolver system [28], [29]. Similar in protocol-behavior to the
DNS infrastructure, the DOI and Handle allows for efficient
look-ups of copies of data files (e.g. library catalog entries)
stored at open repositories all over the Internet. Currently the
DOI/Handle system have been successfully deployed at a wide
scale for over a decade. For example, most major academic

journals today assign a persistent DOI identifier string to each
published academic paper. This allows multiple copies of the
paper to be stored at various repositories on the Internet, and
any copy can be found by resolving DOI identifier string.

Today a new scheme being proposed – referred to Decen-
tralized Identifiers (DID) [30] – extends this basic idea of the
resolvable DOI by associating an identifier string belonging
to a user with the public-key of the user and capturing
this binding in a blockchain record. The DID structure is
more generalized than the DOI/Handle in that it optionally
allows the owner of the DID (e.g. the subject) to specify a
service endpoint at which the caller may obtain corresponding
services.

There are several benefits to this DID/blockchain approach:
(i) only the user (possessing the matching private key) is
able to create the DID record on the blockchain by digitally
signing the transaction entry; (ii) only the user can “update”
(add a new version) of the DID record to the blockchain; (iii)
the DID record – and the identifier string in the record – is
persistent (non-permutable) across time; and (iv) since each
node in the blockchain network carries the full set of confirmed
transactions, each node will carry a copy of all confirmed DID
records, leading to higher availability.

Figure 3 summarizes the basic flow of information (claims)
from a Claims Provider to the VASP. In Step (1) the subject
(user) seeks the services of the VASP (e.g. transfer virtual
asset). The subject must provide consent to the VASP by way
of authorizing the Claims Provider in Step (2) to release the
relevant claims to the VASP. The VASP then request access to
the claims at the Claims Provider (e.g. by wielding an UMA
authorization token) as shown in Step (3), with the Claims
Provider responding by delivering the claims in Step (4).

An alternate flow using the DID/blockchain approach is
shown in Figure 3 via Steps (3A) and (3B). Here the subject
provides the VASP with a DID structure (either a public DID
or pair-wise DID) in Step (1). The VASPs resolves the DID
value (via the blockchain or DID resolver) in Step (3A), which
brings the VASP to the correct Claims Provider – who holds
the subject’s claims – in Step (3B). As before the Claims
Provider responds by delivering the signed claims in Step (4).

Although a detailed review of the DID protocol and methods
are beyond the scope of the current work, there are several
interesting aspects of the DID/blockchain approach.

First, the DID record (DID document) coupled with the
blockchain capabilities has the potential to replace the classic
Identity Provider (IdP) shown previously in Figure 2. In
the classic IdP interaction, the subject (user) proves their
identity by way of providing the IdP with their credential
(e.g. password over SSL connection). In contrast, in the
DID/blockchain approach the subject proves their identity by
proving ownership control over the specific DID record on the
blockchain. Since the DID record carries the subject’s public
key, any entity (e.g. a VASP) can easily obtain that public key
and challenge the subject to sign a nonce or other challenge
value. Secondly, the implications of this, among others, is that
the subject (user) must now hold cryptographic keys instead



of simply memorizing passwords. This further implies that
some secure means must be used to hold, manage and exercise
these private keys (e.g. secure mobile device with application
software). This brings a whole range of security issues that
are beyond the scope of discussion of the current paper.

Thirdly, the DID/blockchain approach in reality is uncon-
nected (orthogonal) to the problem of the quality of claims
or assertions. For VASPs and other Service Providers who
rely on the truthfulness of claims or assertions issued by the
Claims Provider, the degree of truthfulness (veracity) of any
statement is crucial to their risk based decision-making and
therefore to their business survival. The veracity of statements
in a signed claim is not affected by the means of obtaining that
claim (e.g. either directly from a Claims Provider, or through
a DID/blockchain resolver redirection to the Claims Provider).
More importantly, the quality of the claims produced by
the Claims Provider is determined largely by the type of
data and algorithms used by the Claims Provider (or Data
Providers) [31] – which is a process that occurs external to the
blockchain and the DID construct. The business risk of issuing
claims is entirely burdened today by the Claims Provider and
the subject.

Despite the recent hype about blockchain technology and
“self sovereign” digital identity, the fact that a subject is reliant
on other entities in society (e.g. banks, telecom providers,
credit rating agencies) for sources of truthful information about
the subject that affects their daily lives (e.g. for the purposes
of obtaining goods and services, such as home loans) means
that the subject is in reality not entirely self-sufficient (“self
sovereign”) [32], [33].

V. PRIVACY-PRESERVING CLAIMS: OPEN ALGORITHMS

For Claims Providers and data holders generally, one im-
portant consideration for offering information (claims) about
a subject is the impact on the subject in terms of data privacy
and the fairness of the algorithms that are employed. This is
because these aspects may impact the life of the subject (e.g.
quality of credit score algorithm may impact ability to get a
car loan). The notion of fairness applies both to the data used
and to the algorithm design and construction [35], [36] Both
privacy and fairness are complex issues that are beyond the
current work.

We believe that alternative approaches to claims generation
is needed that takes into account the fact that: (i) data is
today siloed in various decentralized data repositories, (ii)
that better insights can be derived when data from differing
verticals or industry sectors are combined [36], and (iii) that
data handling and privacy regulations may prohibit holders of
data (referred to as Data Providers) from exporting it outside
their organizational boundaries.

Our approach to decentralized data sharing is based on
the Open Algorithms (OPAL) paradigm [37]. Briefly, the
OPAL paradigm is founded on three basic principles. The
first principle is that data must never leave it repository.
Instead it is the algorithm that must be securely transmitted
to the data repository and be executed there. This means that

data must never be copied or duplicated from its repository.
Second, only pre-approved algorithms that have been vetted
to be fair and unbiased should be executed. Third, the default
for responses (from algorithm executions) must be aggregate-
level responses that preserves the privacy of the subjects
whose data was involved in the algorithm computation. An
aggregate-level response must be sufficiently granular that
it prevent correlation attacks against the individual. Finally,
a robust consent management protocol must be used which
permits the logging and auditing of access to data and the
executions of algorithms. Algorithms that are designed to
identify individuals (e.g. who satisfy certain criteria) must be
executed only after explicit consent has been obtain from the
individual subject (following the GDPR [1]).

Thus, in order for VASPs to develop a CDD program that
satisfies not only FinCEN and FATF requirements, but also
preserves the privacy of citizens – as required by current
privacy regulations (e.g. GDPR and CCPA) and possible
future regulations [38] – we believe that the open algorithms
paradigm offers a promising starting point to derive useful
responses that can be conveyed in the claims format. A
successful implementation of algorithms paradigm requires
the participation of multiple Data Providers, arranged in a
consortium-like organization we refer to as a Trust Network
whose operations is governed by legally enforceable System
Rules.

Figure 4 illustrates an OPAL-based trust network consists
of a group of Data Providers who hold data about individual
citizens and other legal entities. The consortium as a whole
owns and operates a Claims Provider service, acing as a
conduit for results of algorithmic computations conducted at
the data repositories of the member Data Providers. Among
others, the consortium must author and vet the algorithms that
are permitted (accepted) to be executed on the repositories
of the Data Providers. The trust network consortium may
also operate an Authentication and Authorization Service (e.g.
using UMA AS [24]) that implements consent management.
It must also implement logging and audit mechanism in order
to provider transparency to the trust network membership and
achieve a higher degree of provenance regarding the insights or
assertions that are encoded within the Claims format. Ideally,
the Data Providers should consist of entities from differing
industry sectors or vertical, such as telecom operators, banks,
insurance providers, credit ratings entities, and so on.

Depending on the business model, the trust network con-
sortium may require payment from external queriers (such as
VASPs) for executing the algorithms on their data, and having
their Claims Provider service issue a signed Claim. Queriers
such as VASPs or other Service Providers should agree on
the legal use terms of the signed Claims. Each signed Claim
should be time-stamped and have a limited validity period (e.g.
24 hours, 7 days, 1 year) depending on the type of Claim and
the use-case. Short validity periods discourages queriers from
re-selling the signed Claims to the open market or to third
party aggregators.

In Figure 4 before the VASP is permitted to engage the
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Claims Provider service, the VASP as a relying party must
first be authenticated and authorized by the Authentication
Service (AS). This is shown in Step 1 of Figure 4. The VASP
is permitted to choose only from a published list of vetted
algorithms. In Step 2 the VASP submits a request to the Claims
Provider. Responses coming back from the data providers are
collated by the Claims Provider and packaged in the form of
a claim or assertion using the relevant format (e.g. [18], [30]).
The claims or assertions are digitally-signed by the Claims
Provider, and then transmitted to the VASP in Step 3. A copy
of all issued claims or assertions are also placed in the claims
store of the subject located, for example, within the Personal
Data Store (PDS) [39], [40] of the subject. The copies of
signed claims in the subject’s PDS claims-store allows the
subject to independently make use of the claims for other
purposes – which is consistent with the recommendation of
the 2014 WEF report on personal data [8].

Although not shown explicitly in Figure 4, when a Data
Provider executes a vetted algorithm and returns a response
to the Claims Provider service in the data trust network, the
Data Provider must include an indicator “score” relating to
provenance and lineage of the data employed:

• Provenance score: This is an indicator of the degree of
creation origins of the data. More specifically, this is an
indicator if the data was generated by the institution (i)
directly as part of their core business, (ii) as a byproduct
of conducting business, (iii) imported into the institution
directly from a known entity under a specific business
agreement, (iv) imported into the institution from an
uncertain origin (e.g. purchased from a 3rd party data
aggregator).
Thus, for example, a mobile telecom operator will gener-
ate Call Data Records (CDRs) and location data as a core
part of doing business. This data is “directly generated”
because they own the various physical networks, such

as cell-towers, SS7 switching networks, routers, and
others. Additionally, the mobile operator may also collect
billing related data, including their customer’s credit card
information. This credit card information is considered a
byproduct of doing business. (Note that a mobile operator
corporation may own a consumer financing subdivision
that may be a credit-card issuer. However, from a regula-
tory perspective this may be seen as a separate business
for which current data flow limitations may apply).

• Lineage score: This is an indicator of the processing gen-
eration history of the data. Within many organizations,
several steps of data processing (e.g. cleaning) may be
applied. Additionally, specific versions of data-sets may
be maintained by different business units.

VI. THE VASP TRUST NETWORK: EXCHANGING CLAIMS
AND KEY INFORMATION

As mentioned in Section V, using the open algorithms
paradigm VASPs are able to obtain privacy-preserving claims
from the community of Data Providers whose constituents may
come from different market verticals (Figure 4). Additionally,
by interacting with the community of certificate authorities
(CAs) a VASP may also obtain assurance of the correct legal
ownership of private-public keys. From the Data Providers
perspective, virtual assets and VASPs represents a new market
and new revenue source for the privacy-safe use of data in
their possesion.

A current issue for many large data-holding institutions is
knowing the origins of data in their possession (e.g. in their
“data lakes”) and the subsequent processes applied to the
data (i.e. ETL processing) as it is employed within different
parts of the organization [41]. For usage in Claims, the data
provenance and lineage score represents valuable information
to the VASPs for CDD requirements. Figure 5 illustrates a
simple VASP trust network, where each VASP obtains Claims
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from their respective Claims Provider (each of which belongs
to a different OPAL-based Data Trust Network).

A. VASP Exchanges of Claims
In order to make an OPAL-based Claim to be accurate and

useful for VASPs and other claims-consumers (e.g. traditional
FIs), there are a number of rudimentary metadata information
that needs to be captured and represented in a Claim structure:

• Serial number of Claim: This is the globally unique serial
number os this claim, which may consists of a simple
hash of other combined fields.

• Identity of issuing Claims Provider: This is the identifier
of the Claims Provider (or Claims Issuer) that signs the
Claim structure

• Algorithm identifier employed to create the Claim: This
is a set of identifier strings which have local meaning
among the Data Provider trust network.

• Provenance & lineage scores: The Claims Provider needs
to communicate some measure of confidence in the
accuracy of the statement contained in the Claim.

• Hashes of data-sets identifiers: Optionally, Data Provider
may record the internal data-sets used in the computation
by way of computing hashes upon the data-set (assuming
its is not CPU intensive) and use this hash value as an
identifier within the Data Provider trust network.

It is worth nothing that there are already several Claims format
structures developed over the past two decades (e.g. X.509
Attribute certificates [42], SAML assertions [18], Verifiable
Claims [30]).

B. VASP Exchanges of Key Information
VASPs should exchange either serial-number of certifi-

cates or hash-values of public-keys among each other in the
trust network. Similarly, the trust network of VASPs should
periodically (e.g. hourly, overnight) exchange the certificate
revocation list (CRL) [43], [44] among the members of the
trust network using the existing X.509 standard protocols.

This list of known good serial numbers and public keys
could be shared (broadcasted) securely with members of the

trust network on a regular basis (e.g. hourly or overnight)
based on a push/pull model (e.g. over a RESTful API [45]).
This allows one VASP to query another VASP in the trust
network, submitting only the serial numbers or the public keys
over a point-to-point secure channel (e.g. SSL).

VII. CONCLUSIONS

Currently in order for VASPs to fulfill the regulatory
requirements from the FATF and the Travel Rule, VASPs
need access to truthful information – or claims – regarding
originators, beneficiaries and other VASPs involved in a virtual
asset transfer instance. Obtaining access to data or information
regarding individuals and institutions brings with it another
set if challenges relating to data privacy and privacy-related
regulations.

For VASPs to develop a CDD program that satisfies not
only FinCEN and FATF requirements, but also preserves the
privacy of citizens as required by current privacy regulations
(e.g. GDPR and CCPA), we believe that the open algorithms
paradigm offers a promising starting point to derive useful
responses that can be conveyed in the claims format. A
successful implementation of the open algorithms paradigm
requires the participation of multiple data providers, something
which can be achieved using a shared trust network for claims
exchange that is governed by a common legal trust framework
defined by the VASP communities globally.
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